INTERNATIONAL ISO/IEC
STANDARD 29192-1

First edition
2012-06-01

Information technology — Security
techniques — Lightweight
cryptography —

Part 1:
General

Technologies de l'information — Techniques de sécurité —
Cryptographie pour environnements contraints —

Partie 1: Généralités

Reference number
ISO/IEC 29192-1:2012(E)

© ISO/IEC 2012




ISO/IEC 29192-1:2012(E)

COPYRIGHT PROTECTED DOCUMENT

© |ISO/IEC 2012

All rights reserved. Unless otherwise specified, no part of this publication may be reproduced or utilized in any form or by any means,
electronic or mechanical, including photocopying and microfilm, without permission in writing from either 1SO at the address below or
ISO's member body in the country of the requester.

ISO copyright office

Case postale 56 ¢« CH-1211 Geneva 20

Tel. +41227490111

Fax +4122 74909 47

E-mail copyright@iso.org

Web www.iso.org

Published in Switzerland

ii © ISO/IEC 2012 — All rights reserved



ISO/IEC 29192-1:2012(E)

Contents Page
o] =TV o PRSPPI iv
a4 oo LU Yox 1o ] o PP PROTPRP %
1 o o S 1
2 Terms and AefiNITIONS ...t e e e e s e et r e e e e e s e s snntbeeeeeeeeannrnreeeeens 1
3 Categories of constraints for lightweight cryptography ... 2
3.1 (01 a1 =T =T OO TR PPPRP P 2
3.2 S Tl o |V oo ] a KTV 117 o] (o] o IO PSP PUPTR 2
3.3 Program code SiZe and RAM SIZE ......ooii ittt e et e e e e e e e bbb e e e e e e e ennnaees 2
3.4 Communication DANAWIATN ........oooi et e e e s e e e e e 2
3.5 EDg=Tod UL (10 o T T 4= PSP RPP PP 3
4 = To O TN =10 0] 0 EEPR 3
4.1 Y= Tod U g g A C=To TU =100 1=] 4L £ USSR 3
4.2 ClasSifiCatioN FEQUITEIMENTS ....uuiiiiie i it e st e e e e s s e e e e e s s e e e e e e e e s s s nsaeanereeeeessnrnneeaeeesanns 3
4.3 IMPlEMENTALION FEQUITEMENTS ... s s e e e e e s s e e e e e e e s s st e e eraaeeesanssnreneeeeaannnnnens 4
5 Lightweight cryptographic MeChaniSMS .........uuiiiiiiiii e 5
51 BIOCK CIPRNEIS et b et e ekt e e et e s e bb e e s e nbe e e e eneee 5
5.2 g L o] o] =] £ T PP PO U PP RPPP PP 6
5.3 Mechanisms using asymmetriC tECRNIQUES ......ccooiiiiiiiiiiiie e 6
Annex A (informative) Selection criteria for inclusion of mechanisms in ISO/IEC 29192...............ccccuuneee. 7
Annex B (informative) Obtaining metrics for hardware implementation comparison..........ccccccceeeeeeeeiiinns 8
Annex C (normative) Metrics for hardware targeted block and stream ciphers ........ccccccoviviiiiieeeie i, 11
Annex D (informative) Gate @QUIVAIENTS .........uiiiiiie e e e e e s r e e e e e s enrnrrnreeeeeeeans 12
=TT o1 ETo Yo =1 o Y/ SRR 13

© ISO/IEC 2012 — Al rights reserved il



